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An online fight where children need to be saved 

• The Central Bureau of Investigation (CBI) conducted searches across States and Union 

Territories as part of a pan-India operation, “Megh Chakra”.  

• The operation, against the online circulation and sharing of Child Sexual Abusive 

Material (CSAM) using cloud-based storage, was supposedly based on inputs received 

from Interpol’s Singapore special unit, in turn, based on the information received from 

New Zealand.  

• In November 2021, a similar exercise code named “Operation Carbon” was launched 

by the CBI, with many being booked under the IT Act, of 2000. 

Child Pornography:  

• In India, though viewing adult pornography in private is not an offence; seeking, 

browsing, downloading or exchanging child pornography is an offence punishable 

under the IT Act.  

• However, Internet Service Providers (ISPs) are exempted from liability for any third-

party data if they do not initiate the transmission.  

• As the public reporting of circulation of online CSAM is very low and there is no system 

of automatic electronic monitoring, India’s enforcement agencies are largely dependent 

on foreign agencies for the requisite information. 

American and British models 

• The National Center for Missing & Exploited Children (NCMEC), a non-profit 

organisation in the United States, operates a programme called CyberTipline, for public 

and electronic service providers (ESPs) to report instances of suspected child sexual 

exploitation.  

• ISPs are mandated to report the identity and the location of individuals suspected of 

violating the law. Also, NCMEC may notify ISPs to block the transmission of online 

CSAM.  

• In 2021, the CyberTipline received more than 29.3 million reports (99% from ESPs) of 

U.S.-hosted and suspected CSAM. 

India’s efforts so far 

• In India, the Supreme Court of India, in Shreya Singhal (2015), read down Section 

79(3)(b) of the IT Act to mean that the ISP, only upon receiving actual knowledge of 

the court order or on being notified by the appropriate government, shall remove or 
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disable access to illegal contents. Thus, ISPs are exempted from the liability of any 

third-party information. 

• ‘Aarambh India’, a Mumbai-based non-governmental organisation launched India’s 

first online reporting portal in September 2016 to report images and videos of child 

abuse.  

• The Ministry of Home Affairs (MHA) launched a national cybercrime reporting portal 

in September 2018 for filing online complaints pertaining to child pornography and 

rape-gang rape.  

• On the legislative front, the parliamentary committee not only recommended the 

widening of the definition of ‘child pornography but also proactive monitoring, 

mandatory reporting and taking down or blocking CSAM by ISPs. 

• On the technical front, the committee recommended permitting the breaking of end-to-

end encryption, building partnerships with industry to develop tools using artificial 

intelligence for dark-web investigations, tracing the identity of users engaged in 

cryptocurrency transactions to purchase child pornography online and liaisoning with 

financial service companies to prevent online payments for purchasing child 

pornography. 

 


